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EEMING

EXECUTIVE SUMMARY

FEthical Issues:

1)

2)

3)

This report discusses ethical issues raised by BEAMING. While BEAMING
shares many potential ethical concerns with existing virtual reality and
telecommunications technologies, it also raises several novel issues.

In the near term, the primary ethical issues raised by BEAMING relate to safety
and privacy. In particular, that BEAMING interactions will occur in actual
places (rather than virtual ones) raises privacy concerns over and above existing
technologies.

In the longer term, BEAMING and related future technologies will likely raise
more profound ethical issues relating to the fundamental nature of social
interactions and concepts of personhood. This report lays out some suggestions
regarding what these issues may eventually be. The exact nature of these issues,
however, will depend greatly on how this technology develops and on its
eventual culture of usage.

Legal Issues:

1.

3.

BEAMING involves a real time interaction between the visitor in one place, his
avatar and the locals in a remote location. This presents a real challenge for the
application of existing legislation.

In law, only human beings are capable of performing voluntary acts and there-
fore the avatar will not be deemed a subject of law. This acknowledgment leads
to primarily conclude that the consequences of acts performed by the avatar will
be attributed to the visitor.

BEAMING raises multiple liability issues such as civil, criminal, professional
and products liability. The interaction between the visitor and the locals may
result in breach of a contract or even in a tortuous conduct. For example, if the
visitor were performing a telemedicine treatment he might not be deemed prop-
erly qualified according to the legal regulation of the medical practice in the loc-
als’ state and this might amount to a violation of professional liability rules in
force in that state. Equally, the equipment used to perform the telemedicine ses-
sion or even pharmaceuticals prescribed by the visitor may cause damages to the
local patient, situations that enable a legal action based on products liability. The
former reasoning might be also applicable to service providers if they were in-
volved in a breach of contract or liable in tort.

The issues of liability, formerly described, as well as other legal concerns re-
garding BEAMING would be hard to define if the applicable law were dubious.
Therefore it is important to determine what law should apply to the visitor, his
avatar and the locals, given their different physical locations. The fact that these
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subjects may be located in different states raise the issue of laws public policies
in force in each of those countries. Conflict of laws rules will be required to re-
solve these issues.

5. All information technologies have raised questions about the fundamental right
of privacy that has been fully recognized worldwide. BEAMING and similar
technologies will require that personal information be filed firstly with the ser-
vice provider. Additionally and depending on the purpose of its use, other per-
sonal data might be collected by the visitor or by the locals. Therefore, BEAM-
ING and other telepresence technologies raise particular data and privacy protec-
tion issues.
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1 INTRODUCTION TO ETHICAL ISSUES

1.1 Scope of this Report

Though novel in several important respects, BEAMING emerges from and fits within
existing lines of research and technical development on virtual reality (VR) and
telepresence. Two recent reports from related projects have provided general overviews
of social, ethical, and legal issues in presence research generally: Benlloch (2007) for
the PRESENCCIA project, and Schroeder, Meyer, and Ziewitz (2009) for the ‘Peach —
Presence Research in Action’ project. This report will not attempt to duplicate that
work, but will focus instead on issues likely to emerge from BEAMING specifically,
beyond those associated with VR and telepresence generally. While some more general
ethical issues will be discussed, it is important to keep in mind that many issues
affecting VR and telepresence generally apply with equal force to BEAMING, even if

they are not a focus of this report.

This report focuses on ethical and legal issues arising, or potentially arising, from
BEAMING. The first part of this report focuses on ethical issues, the latter part on legal

1Ssues.

1.2 Methodology

This report was carried out as part of WP7 of BEAMING, which addresses legal and
ethical issues raised by this technology. The data for our analysis was gathered in
several ways, including (a) semi-structured interviews with BEAMING researchers (see
Appendix), (b) review of the BEAMING proposal document, (c) discussions at the
BEAMING kickoff meeting in Barcelona (February, 2010), (d) review of analogous
reports for the PRESENCCIA and Peach projects, and (e) reviews of the relevant

literatures on technical, legal, and ethical issues.
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1.3 Ethical Principles Relevant to BEAMING

The field of biomedical ethics is perhaps the richest area of applied ethics. In common
with other authors (e.g., Pinkus, Shuman, Hummon, & Wolfe, 1997), we have found
principles emerging from the literature on biomedical ethics to be useful in thinking
about ethical issues related to technologies that are not primarily medical, such as
BEAMING. Over the past three decades, Beauchamp & Childress (1979, 2009) have
developed a framework for biomedical ethics encompassing four broad principles
relating to how medical practitioners, researchers, and policy makers ought to make
ethical decisions. These principles can equally well be applied by engineers and
researchers working on emerging technologies. Beauchamp and Childress’s (2009)

principles are:

- Nonmaleficence: Care should be taken to avoid harming others. Applied to
BEAMING, nonmaleficence implies that potential harms resulting from the sys-
tem be identified, minimised, and determined to be reasonable for any given use
or application. Potential harms in BEAMING may include physical or psycholo-

gical injury or loss of privacy.

- Beneficence: Effort should be made to contribute to people’s welfare. Applied to
BEAMING, beneficence implies that the technology be developed so as to

provide genuine benefit to people.

- Respect for autonomy: The right of people to make informed and autonomous
decisions concerning themselves should be respected. Applied to BEAMING, re-
spect for autonomy implies that people should not be unreasonably restricted in
their choices about whether or how to use technology. Further, people should be
given sufficient information about potential risks and benefits to make informed

decisions regarding whether to participate in research or use the technology.

- Justice: Benefits, risks, and costs should be distributed within society in a fair,
equitable, and appropriate manner. Applied to BEAMING, justice implies that
technological advances should be made maximally available and accessible to
everyone, and not restricted to particular groups or classes of people. Similarly,
the aims of technological development should be broadly applicable, rather than

excessively tailored to the specific concerns of certain groups. The requirement
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of equitable distribution of benefits carries particular force for projects, such as

BEAMING, which are publically financed.

These principles do not constitute strict or inviolate ethical rules. Rather, they should be
thought of as general guidelines that produce prima facie ethical obligations (Ross,
1930); whether they imply actual ethical obligations in any individual instance will
depend on the specific circumstances. Many difficult ethical issues arise due to conflict

between two or more ethical principles.

While the framework developed by Beauchamp and Childress (2009) is perhaps the
most widely used set of principles in contemporary applied ethics, the European
Commission has identified four Principles of European Research Ethics (see

ftp://ftp.cordis.europa.eu/pub/fp7/docs/ethics-concepts.pdf). The principles are similar

to those of Beauchamp and Childress, and the two frameworks should not be thought of
as in competition. Rather, they provide a slightly different perspective on some issues,
which may be useful for thinking about certain situations. The European Commission’s

principles are:

- Respect for human dignity: People should never be treated as mere means to
some end, but always as an end themselves. Similar to respect for autonomy,

though somewhat less focused on autonomous action.

- Utility: The optimum balance of risks and benefits should be strived for. This is

one aspect of beneficence on Beauchamp and Childress’s account.

- Precaution: Related to nonmaleficence, projects should not commence without
confidence that risks have been adequately addressed and can be satisfactorily

managed.

- Justice: As above.

1.4 How does BEAMING differ from previous VR and telepresence technologies?

BEAMING stands for “Being in Augmented Multi-Modal Naturally-Networked
Gatherings,” and is loosely inspired by the ‘beaming’ technology in the TV series Star

Trek in which individuals were dematerialised, their matter transported to a remote
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location, and reinstantiated. The central aim of BEAMING is to develop functionally
analogous systems by extending existing VR and telepresence technology. One person
(the visitor) will enter a telepresence environment (such as a CAVE) and will be
immersed in an actual remote location (the destination) and will interact with other
people at the destination (the /ocals). The project aims to implement rich multisensory
interaction between visitor and locals (e.g., visual, aural, haptic), approximating the

richness of actual face-to-face interactions.

One central difference between BEAMING and many existing VR technologies is that
interactions will occur in an actual physical space, rather than a virtual space. While
some existing tele-robotics (Peer et al., 2008) and tele-surgery (Camarillo, Krummel, &
Salisbury, 2004) systems allow actions in actual remote locations, most VR systems
involve interaction in virtual spaces. Ironically, while this ability to act in actual remote
locations distinguishes BEAMING from many existing technologies, it is actually closer
to Minsky’s (1980) original sense of ‘telepresence’ than virtually any existing
technology. While the term ‘presence’ was later co-opted to describe feelings of ‘being
there’ in virtual environments (e.g., Held & Durlach, 1992; Sheridan, 1992), in
Minsky’s usage it referred primarily to the ability to remotely control actual physical

devices:

“You don a comfortable jacket lined with sensors and muscle-like motors.
Each motion of your arm, hand, and fingers is reproduced at another place
by mobile, mechanical hands. Light, dexterous, and strong, these hands
have their own sensors through which you see and feel what is happening.
Using this instrument, you can “work™ in another room, in another city, in

another country, or on another planet.”

He might have been describing BEAMING. Nevertheless, there are important
differences between the Minsky’s vision of telepresence and BEAMING. For Minsky,
telepresence was largely a way to deal safely and efficiently with hazardous and
difficult jobs, such as disposal of nuclear waste or construction of space stations.
BEAMING, in contrast, applies this idea to social situations with actual people and the
ability to act in more domestic and human-scale locations, such as offices and homes.
This raises potential ethical concerns that might not arise in the context of, for example,

remote operation of machinery in industrial settings.
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What ethical issues are affected by BEAMING’s use of real — rather than virtual —
locations? There are obviously many actions which might be ethical to perform in a
virtual environment, but not in real ones. Injury to people and damage to property
clearly have different moral status if the people or objects are real than if they are
virtual. Thus, BEAMING raises a number of potential risks which do not arise in most
existing VR systems. These relate not only to safety and potential liabilities, but also to

privacy and the potential for surveillance.

The actor’s knowledge that they are acting in a real place and with real people also
raises independent ethical issues. A recent example of this is provided by the replication
of Stanley Milgram’s infamous experiment on obedience to authority in a VR
environment (Slater et al., 2006). Indeed, it is generally assumed that replication of this
experiment in a real laboratory would be inconsistent with current principles of research
ethics (Burger, 2009). The key difference between the original Milgram study and that
of Slater and colleagues (2006) is not that no person is actually hurt:; that was true of
Milgram’s study as well. Rather, the central difference is that participants know that no
actual people are being hurt. Were the same study to be run in a BEAMING
implementation, with the participant being the visitor, the situation would essentially be
the same as the original Milgram experiment, and clearly unethical. Thus, it is not only
the fact that the visitor is able to act remotely in an actual physical space (and on actual
physical people) that matters; the visitor’s knowledge and belief that they are doing so
carries additional moral weight. That is, the ethical impact of new technologies may
depend not only on what actually happens, but on what people think happens. The
ethical dimension in this area cannot be separated from human perception and human

belief.

Here, we will discuss four classes of potential ethical issues arising from BEAMING:
(a) safety, (b) privacy, (c) potential distortions of social interactions, and (d) challenges

to traditional concepts of personhood.
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3 SAFETY

By allowing an individual (the visitor) to interact remotely in an actual physical location
(the destination) with actual physical people (the locals), BEAMING raises potential
safety concerns beyond those that arise in existing technologies involving interactions in
virtual spaces. The exact nature and potential severity of these safety concerns will
depend on the nature of the physical implementation of the visitor at the destination.
The key ethical principle related to safety concerns is nonmaleficence: care should be

taken to avoid harming people.

One technology that shares interesting features with BEAMING is the use of robotic
devices for telesurgery (Camarillo et al., 2004). These devices allow surgeons to
perform surgical operations from remote locations (Marescaux et al., 2002) and also to
utilise microscopic instruments allowing minimally invasive surgery (Berlinger, 2006).
There are, of course, risks involved with any surgical procedure. However, the ethical
issues raised by telesurgery consist largely in whether there are additional risks
associated with the surgeon’s acting remotely, rather than in person (van Wynsberghe &
Gastmans, 2008). “Due to the necessity of nonmaleficence,” van Wynsberghe and
Gastmans (pg. 5) write “the potential for harming the patient must be empirically
assessed prior to the introduction of telesurgery.” This holds equally true for
BEAMING. While the potential for harm may generally be lower in typical BEAMING
implementations than in telesurgery, the need to assess the risks associated with remote
action is identical. In some senses, in fact, these issues may be even more acute in
BEAMING than in telesurgery. For example, robotic surgical instruments are generally
housed in specially designed rooms with access restricted to specially-trained authorised
personnel, whereas BEAMING is intended for everyday spaces such as homes and
offices and for interaction with locals who may have no special training or experience

with BEAMING.

Consider a potential implementation of BEAMING in which the visitor controls a
robotic arm at the destination allowing them to interact in various ways with locals and
with physical objects. Substantial precaution should be taken to reduce the likelihood

of injury to locals or damage to the destination due to poorly coordinated (or
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inadvertent) movements of the robot arm. Several potential limitations, which are likely

to exist in initial implementations of BEAMING, include:

a.

b.

C.

Limited perception of destination: The more impoverished the visitor’s perceptual
experience of the destination, the more difficulty they will have in controlling ac-
tions effectively and safely. Examples of perceptual limitations may include fail -
ure to encode some aspects of the destination (e.g., some classes of object), fail-
ure to encode the exact positions and movements of locals, and temporal delays

in updating the visitor’s perception of the destination.

Poor control over remote actions: Even if the visitor has rich and accurate per-
ception of the destination, limits to their ability to skilfully control the robot will
also pose safety concerns. Depending on the nature of the control interface, visit-

ors may have difficulty implementing intended actions ...

Mismatch in degree of force: Even if the visitor is able to skilfully control move-
ments of the robot arm, potential safety hazards may arise from differences in the

amount of force applied by the robot arm and the visitor.

Other potential implementations of the representation of the visitor at the destination

may raise other potential safety risks. These should be assessed in each case before use

with actual people. While in research approval from the local ethics committee must

always be obtained, much work on development and deployment of BEAMING will

likely occur outside the context of formal research. We suggest the following guidelines

for assessing potential safety risks of any particular implementation before use, ensuring

that:

a.

b.

Risks have been identified. Foreseeable risks associated with the setup should be
identified and their probably likelihood and severity estimated. Alternative
setups should be considered to determine if they can provide comparable benefit

with lesser risk.

Available measures have been taken to reduce known risks. Once a setup has
been decided upon, consideration should be given to whether additional steps

can be taken to reduce identified risks. Example of such steps could include
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mechanical restrictions on the range of motion of robotic arms or markers indic-

ating the limits of motion to locals.

c. Any remaining risks are judged reasonable. Consideration should be given to
whether remaining risks are reasonable given the anticipated benefits. In most
cases, risks should be judged as ‘minimal,” meaning they are not substantially
greater than that experienced by participants in their daily lives. Cases involving

greater than minimal risk may require special justification.

d. Measures to deal with adverse events are known and available. Appropriate
procedures for dealing with any safety problems that arise should be specified in
advance, and all researchers should be made aware of them. Such procedures
might include: availability of first-aide kits and fire extinguishers, emergency
buttons on robotic equipment, and prominent posting of emergency telephone

numbers.

e. Participants are informed of the risks. Any individuals at potential risk should
be made aware of the risks, both to allow them to take appropriate measures to
reduce risks and to ensure that they are sufficiently well-informed to consent to
participate. Researchers have an obligation to actively ensure that participants
are aware of and understand risks, not just to make this information available

(e.g., on a potentially unread consent sheet).

Many of the ethical concerns we discuss in this report may not arise with full force, or
at all, until well into the development of BEAMING and possibly not even within the
life of the BEAMING grant. Some types of safety concerns, in contrast, may be of
particular relevance in early stages of the development of BEAMING when both

sensory and motor aspects of the system are less than fully developed.

4 Privacy

BEAMING involves capturing and transmitting, and possibly also recording,

information about visitors, destinations, and locals. This information is extensive in
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quantity and unusually broad in quality. In a certain sense, BEAMING will capture the
whole person: as Henry James put it, “all human life is there”. This raises several issues
related to privacy. Appropriate privacy protection will be critical to the ethical status,

social acceptance, and future development of BEAMING as a useful technology.

4.1Data Ownership and Data Protection

BEAMING will involve highly-detailed video, acoustic, and haptic monitoring of the
destination and locals. Similarly, it will involve detailed kinematic, physiological,
haptic, and acoustic monitoring of the visitor. All of this information, furthermore, will
be transmitted in real-time over the internet. What will happen to this data? How will it
be stored, if at all? For how long? Who will have access to it? These are fundamental
questions that will have enormous impact on how BEAMING should be designed, how
it will be used, and how well it will be accepted by the public. The emergence of the
internet and large databases of personal information have raised unprecedented and as
yet largely unresolved problems regarding what information should be considered
private and what rights individuals have over information about them (for overview see
DeCew, 1997). These issues are clearly exemplified by privacy concerns related to
websites such as Facebook, and Facebook’s recent decision to make information more

private (see, e.g., http:/news.bbc.co.uk/1/hi/technology/10165573.stm). Technological,

cultural, and legal developments beyond the BEAMING project will undoubtedly have
important consequences for BEAMING throughout its development. Currently, public
interest focuses on privacy of data in social networking contexts. These applications are
likely to drive the privacy agenda over the short and medium term. Nevertheless, some
generic privacy concerns are common to both social networking and telepresence.
Therefore, BEAMING is likely to encounter significant ethical concerns related to
privacy during the lifetime of the project, and in its subsequent deployment.
Consideration should be given to these issues already, both to avoid potential problems

that might arise, and to be able to respond flexibly to those that do.

Data that uniquely identifies particular individuals or small groups of individuals is
particularly problematic. Several such sources of information may be collected by
BEAMING. These include such obvious sources as audio recordings and video images,

but also include less obvious streams of data such as kinematic and physiological
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recordings.  Recent developments in automated identification and tracking of
individuals from video (Darrell, Gordon, Harville, & Woodfill, 2000; Pham, Worring, &
Smeulders, 2007) and kinematics (Goffredo, Seely, Carter, & Nixon, 2008) highlight the

potential sensitivity of this data and the need to ensure appropriate protections.

People engage in many different types of social interaction, with widely variable
expectations of privacy. How privacy and data storage should be managed within
BEAMING sessions for a public city council hearing may be very different than for a
chat between old friends, or the negotiations preceding a commercial transaction. The
ability of BEAMING to deal flexibly and appropriately with privacy demands of several
different types of social interaction will be an important ethical challenge. More than
that, however, it will also have important implications for whether BEAMING is

genuinely useful for users, and whether they will want to use it.

4.2 Privacy of Sensations

Philosophers commonly note that our sensations and the first-person perspective in
which he experience them are ‘private’, in that they are available only to oneself and not
to others (Evans, 1982; Bermudez, Marcel, & Eilan, 1995; Wittgenstein, 1968). By
placing the experiences people will have under computer control, BEAMING and other
VR and telepresence technologies have potential to upset this basic epistemological fact
about the world. The visitor’s experiences during a BEAMING session could
potentially be accessed by other individuals (e.g., ‘spectators,” see Section 6.5),
recorded for offline playback, or placed in the public domain (cf. Stelarc: Marquard
Smith, 2005). Is this departure from the privacy of sensation an ethical problem?
Traditional philosophical accounts of the privacy of sensation have treated it as a purely
descriptive fact about the world, the body and the mind actually are. These facts may
have epistemological consequences, but do not have ethical consequences. Recent
technological advances, such as BEAMING, pose the question whether the privacy of
sensation is normative as well as descriptive? Does technological departure from

privacy of sensation imply an ‘ought’ as well as an ‘is’?

One motivation for describing sensations as private is the possibility that two people

might perceive different things looking at the same object (e.g., Wittgenstein, 1968).
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For example, I might perceive an apple as being ‘light red’ while you perceive it as
‘dark red’. On this view, what is ‘private’ about sensation is not the raw pattern of
stimulation (which is the same for both individuals), but the manner in which that
stimulation is interpreted (which must differ to produce different percepts). Presumably,
however, if such individual differences were to arise from direct vision they would arise
equally from indirect vision mediated by, for example, a computerised head-mounted
display. The set of sensory inputs to the visitor in BEAMING and other telepresence
technologies, then, would not contain the features of sensation which would be
considered private. While this argument may hold for certain classes of stimuli, as in
vision, it does not hold for others, such as somatosensory stimuli for which the stimulus
can never be accessible to multiple individuals, simply because the physical bodies of
two individuals can never share the same location. Similarly, it does not apply to the
first-person perspective itself, which will differ even for two observers simultaneously
seeing a single object, such as an apple. What is private is not the apple, but the

perspective in which it is seen.

The philosophical discussion of the privacy of sensations relates in interesting ways to
legal discussions of privacy. In their classic article on ‘The right to privacy,” Warren

and Brandeis write (1890, pp.205):

“The principle which protects personal writings and all other personal
productions, not against theft and physical appropriate, but against publication in
any form, is in reality not the principle of private property, but that of an inviolate

personality.”

Other writers have echoed Warren and Brandeis’ relation of privacy rights to one’s
“inviolate personality,” describing privacy as an aspect of “human dignity” (Bloustein,
1964) and one’s “core self” (Westin, 1966). In thus extending privacy rights beyond the
realm of merely factual information, this conception does suggest a fundamental right to
privacy over one’s sensations and first-person perspective. Indeed, nothing could be
more central to one’s “inviolate personality” or “core self”. The extension of privacy
rights as extending to mental states such as sensations was explicitly discussed by

Warren and Brandeis, who continue (pg. 206, emphasis added):
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“If we are correct in this conclusion, the existing law affords a principle which
may be invoked to protect the privacy of the individual from invasion either by
the too enterprising press, the photographer, or the possessor of any modern
device for recording or reproducing scenes or sounds. For the protection
afforded is not confined by the authorities to those cases where any particular
medium or form of expression has been adopted, not to products of the intellect.
The same protection is afforded to emotions and sensations expressed in a musical
composition or other work of art as to a literary composition; and words spoken, a
pantomime acted, a sonata performed, is no less entitled to protection than if each
had been reduced to writing. The circumstance that a thought or emotion has been
recorded in a permanent form renders its identification easier, and hence may be
important from the point of view of evidence, but it has no significance as a
matter of substantive right. If, then, the decisions indicate a general right to
privacy for thoughts, emotions, and sensations, these should receive the same
protection, whether expressed in writing, or in conduct, in conversation, in

attitudes, or in facial expression.”

In the past, the privacy of sensations was a fundamental fact about the nature of
biological reality. BEAMING has the potential to make this previously intrinsic fact
merely contingent. As such, it raises profound ethical questions about the nature and

privacy of our experience.

5 DistorTiONs OF SociaL INTERACTION

A central goal of BEAMING is to allow people to interact socially at remote locations.

In doing so, however, BEAMING may alter the nature of social interactions themselves.

5.1Deception and Identity Theft

How will locals know who the visitor they’re interacting with really is? While in most
situations people can be relied upon to identify themselves verbally, BEAMING raises
the possibility of novel forms of deception and identity theft. This will become an
increasing concern as the visual quality of avatars representing the visitor increases.

Deception may take several possible forms. One potentially very serious form of
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deception would involve one individual hijacking an avatar depicting someone else.
Secure forms of authentication will be required before BEAMING could appropriately
be used for any type of even remotely sensitive interaction. Even with secure
authentication, the possibility that someone could create from scratch an avatar

appearing to be someone else would remain a potentially serious form of deception.

More subtle forms of deception could be achieved by altering one’s avatar to, for
example, appear thinner or more attractive (see Section 6.3). Whether such forms of
deception pose ethical concerns will depend substantially on the types of expectations

users form about BEAMING and the culture of usage.

5.2 Asymmetric Interactions and Fairness

Several previous technologies have introduced radical changes in remote social interac-
tions, with varying degrees of efficacy (for example, the telephone, instant messaging,
video conferencing, Skype). In general, however, existing technologies introduce simil-
ar experiences on both ends of a social interaction. However effective or ineffective
such a technology is, it places the same advantages and limitations on all parties. In
such cases, the effectiveness of a technology in facilitating communication and social
interactions is primarily a problem of engineering or human factors. BEAMING, in
contrast, introducing asymmetries between parties into social interactions, which could
potentially be exploited by one party to gain unfair advantage, and thus moves beyond

being a mere problem of design to being one with important ethical implications.

One type of asymmetry involves actions. Actions of visitors on locals will be physical.
Actions of locals on visitors will be virtual. This asymmetry in the directness of action
may also create asymmetries in moral (and legal) responsibility for actions (see also
Section 6.1). This will have important consequences for the effectiveness, and possibly
even the fairness, of social interactions. Factors such as social dominance and physical
aggression may play out very differently for locals and visitors, in ways that are not

easy to predict in advance.

Another type of asymmetry is perceptual. In a virtual environment, the only objects
present are those explicitly indicated by the computer. In BEAMING, there is no limit
to the number or type of objects that can be present at the destination. While all of these
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objects will be clearly perceptually available to locals, their availability to visitors will
depend on BEAMINGS'’s representations of the scene. Thus, the richness of the acquis-
ition of the destination by BEAMING will pose limitations on the perceptual availabil -

ity of objects to the visitor, but not to the locals.

6 CHALLENGES TO TrADITIONAL CONCEPTS OF PERSONHOOD

The most profound ethical issues raised by BEAMING relate to our conceptions of
ourselves. BEAMING may lead to fundamental changes in what it means to be a

person.

6.1 Agency and Responsibility for Action

BEAMING provides the possibility of engaging in voluntary action at remote sites.
Voluntary action brings agency, which in turn brings moral responsibility. The
asymmetry in action between visitors and locals has already been discussed (Section
5.2). The ability to act at remote locations, however, may raise even more fundamental
ethical issues. For example, one ethical concern that has been raised regarding remote
telesurgery is the possibility that the patient will become objectified by the surgeon and
others on the medical team (van Wynsberghe & Gastmans, 2008). On this view, the
telesurgeon will have the same power to harm the patient as a conventional surgeon, but
the telesurgeon may not have the same intuitive sense of moral responsibility. This
concern would be mitigated if the BEAMING environment is able to give the surgeon
the same sense of dealing with a person that they have in real life. In fact, this ability to
sustain a sense of responsibility towards another person would, in our view, be a useful
ethical “Turing test” of BEAMING and similar systems. The same concern could apply
to non-medical BEAMING scenarios as well. A visitor in control of a robotic arm or
other avatar at the destination may have as much ability to harm locals and damage
property as if they were actually at the destination physically. Will they have the same
sense of moral responsibility for their actions? This will be an important area of

research during the development of BEAMING.

The status that others accord to an avatar’s actions is as important as the visitor’s first-

person experience of their own agency. For example, would documents signed by an
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avatar at the destination be granted legal status? Would testimony be given?
Essentially, these questions rest on how literally one interprets the avatar as actually
being the visitor. Indeed, a very large class of potential questions about the social status
of BEAMED individuals rests on this exact question. Can our avatar stand in a queue
for us? Do we need a passport or visa to beam to a foreign country? Would use of
BEAMING by convicts constitute escape from prison? In each case, addressing the
question reduces to the question of whether BEAMING merely creates the experience
of being somewhere else or actually constitutes being somewhere else. How this issue
ought to be viewed is not yet clear. Eventual consideration of this issue will depend
both on the nature of technological advances in BEAMING and related technologies
and on the culture of usage that develops around it and how it is seen by society as a
whole. Further, societal norms may change. As human existence becomes increasingly
technologized, events that seem ‘merely’ virtual now may over time be seen as more
‘real’: the widespread acceptability of email communication in situations where
signatures were previously required may be an example. These will be important issues

to keep in mind during development of BEAMING.

6.2 Manipulation of Sense of Location

Our concept of a person is tightly linked to the spatio-temporal continuity of their body.
The sense that “I” equates to “here” is often taken as the fundamental origin of
individuals’ personal identity (Jeannerod, 2007). The link between location and identity
can be seen in such diverse instances as the depression and post-traumatic stress
disorder that frequently follow forced migration, and the common tendency to begin
mobile phone conversations by asking “where are you?” Indeed, our recent
experimental work demonstrated that disrupting the coherent sense of bodily location
the instrinsic sense of embodiment itself (Longo et al., 2009). By separating the spatial
location of the physical body from that of the focus of first-person perspective,
BEAMING may upset a fundamental grounding of normal human life. The potential
effects of disrupting the sense of personal location on psychological identity and the
sense of are only poorly understood. Current work in cultural studies emphasises the
contribution of virtual embodiment, as opposed to physical reality, in modern identity.
This trend is not, in general, viewed negatively. However, BEAMING will disrupt the

link between identity and location much more than current technologies do. The
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resulting effects on personal identity could be unforeseen, important, and negative.
Monitoring of effects of BEAMING and similar technologies by clinical psychologists

would be valuable.

One striking finding of social psychology is that the sense of personal responsibility for
action is commonly reduced in the presence of other people (Latane & Darley, 1968).
This ‘diffusion of responsibility’ has important implications for social interactions,
especially for large groups of people. BEAMING raises the possibility of similar
diffusion of responsibility across locations. The possibility of being in multiple
locations, raises the possibility that similar diffusion of responsibility might operate
across locations. By being present in many locations, the degree of responsibility one

feels over one’s actions at any individual location may be reduced.

6.3 Manipulation of Embodiment

Although our own body is perhaps the most familiar of objects, it has proved
surprisingly easy to alter perceptions of the body image by manipulating visual and
somatic inputs. This malleability has been measured in a number of body image
illusions, such as the rubber hand illusion (Botvinick & Cohen, 1998), the Pinocchio
illusion (Lackner, 1988), and the mirror box illusion (Ramachandran, Rogers-
Ramachandran, & Cobb, 1995). Recent studies, furthermore, have demonstrated that
robust embodiment over avatars can be created in VR environments (e.g., Lenggenhager
et al., 2007; Perez-Marcos, Slater, & Sanchez-Vives, 2009; Sanchez-Vives et al., 2010;
Slater et al., 2008, 2009, 2010). Interestingly, one recent study shows with both
physiological and questionnaire data that embodiment could be elicited even for bodies
that differed radically from the participant’s actual body, such as male participants
experiencing ownership over a female virtual body (Slater et al., 2010). This is related
results suggest that BEAMING and similar technologies have potential to produce

immense changes in people’s representations of their bodies and their selves.

The psychological consequences of immersive multisensory embodiment of virtual
bodies are largely unknown. Such effects might run in either direction: as adverse
reactions to the embodiment of the virtual body itself, of as an ‘aftereffect’ of

BEAMING resulting in dissatisfaction with one’s actual physical body.
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As this research progresses, it is important to keep in mind that distortions of the body
image are a central component of several serious clinical disorders, including anorexia
nervosa (Yager & Andersen, 2005), bulimia nervosa (Mehler, 2003), and body
dysmorphic disorder (Phillips et al., 2008). These disorders have high mortality rates
(Sullivan, 1995; Hoek, 2006). Body image distortions, further, are significant predictors
of poor prognosis for treatment of eating disorders (Casper et al., 1979), and of eventual
relapse following successful therapy (Fairburn et al., 1993; Keel et al., 2005). Given the
potential severity of body image distortions, any technologies which have the potential

to alter the experience of embodiment should be treated with particular caution.

6.4 Appearance of the Avatar

Should the avatar look like the visitor’s actual body? From the perspective of potential
deception, deliberate deviation of the avatar’s appearance from the actual person’s may
raise ethical issues. For example, people might use BEAMING to ‘improve’ their
appearance. Whether or not this is unethical will probably depend on the types of
expectations that users of BEAMING have. In many online virtual worlds (e.g., Second
Life), there is no expectation that the appearance or attributes of one’s avatar bear any
relation to one’s actual self. The current vision for BEAMING, however, seems very
different, in that BEAMING is intended as a means for one person to ‘travel’ to an
actual location. The locals will presumably not have any means to alter their
appearance. This would seem to make cosmetic enhancements to the visitor’s avatar

ethically problematic.

Another set of issues related to the appearance of the avatar concerns the potential
psychological consequences of experiencing one’s own avatar. Seeing a realistic — but
necessarily imperfect — depiction of one’s own body may have unanticipated
psychological consequences. Apparent defects or other qualities of the avatar may
generate dissatisfaction either with the avatar during the BEAMING session, or possibly
with the individual’s actual body as an ‘aftereffect’ of BEAMING. The so-called
‘uncanny valley’ phenomenon may also be relevant to this issue. The uncanny valley
refers to the tendency for highly realistic depictions of people that look almost — but not
quite — like real people to be perceived as creepy or repulsive. It is possible that the

uncanny valley may be exacerbated for one’s own body, especially for individuals with

BEAMING Deliverable D7.1 Ethical Issues 23 14/07/2010



existing body image concerns. Indeed, the condition known as heautoscopy, or the
doppelgéinger experience, in which individuals report seeing themselves at a distance is
reported to be terrifying (Brugger et al.,, 1994). These will be important topics for

research as this technology is developed.

6.51Intelligent Representation and Proxies

One interesting proposal for BEAMING is to use artificial intelligence to represent the
behaviour of visitors even when their attention is elsewhere. This ‘proxy’ visitor will
potentially interact with locals at the destination, with the BEAMING system predicting
how the actual visitor would act. This also raises the possibility that a single visitor
may be able to be ‘present’ at multiple destinations simultaneously. This raises
important ethical issues about the deceptiveness of the proxy. In most instances, the
proxy should be clearly distinguishable from the ‘genuine’ visitor-controlled avatar, a
so-called ‘explicit’ or ‘recognisable’ proxy. That is, the proxy should not pass the
Turing test (Turing, 1950). Deceptive proxies, which cannot be clearly distinguished
from genuine visitor-controlled avatars, should be avoided given the clear ethical

concerns associated with deception.

The possibility of a visitor being in multiple places, simultaneously or within a rapid
time window, also raises important issues regarding the perception of the personhood of
the visitor by locals at any single location. These issues are particularly pertinent in the
context of ‘BEAMING proxies’ representing you at a destination even while you are not
being beamed there. The potential deceptiveness of this practice raises important
ethical issues. Further, knowing that a visiting avatar may at sometimes be a mere

proxy may detract from the attribution of personhood to genuine visitors by locals.

6.6 Distribution of Self

Another proposed function of BEAMING is to allow multiple visitors to ‘share’ a single
embodiment at the destination. This is in some sense the converse of proxies; whereas
proxies involve an embodiment with fewer than one person, this feature will allow more
than one. This raises fewer issues of deception than do proxies, but is potentially ethical

problematic in other ways. The idea of sharing one’s embodiment with someone else
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highlights the issues of privacy over one’s sensations and first-person perspective
discussed in Section 4.2. If one visitor is ‘in control’ over the avatar, how does their
knowledge that another visitor is sharing their perspective and sensations affect them?
Will this be perceived as a violation of one’s deepest, most inviolate personality, to echo
Warren and Brandeis (1890)? If another visitor controls an avatar which one oneself
inhabits, one might experience the passivity phenomena commonly associated with

psychosis. This will be a fascinating and important area for research.

7 INTRODUCTION TO LEGAL ISSUES

BEAMING raises several legal issues that involve liability and privacy concerns beyond
those that arise in existing telepresence technologies. As with interactions in virtual
spaces, BEAMING involves certain technological advances that might make the
existing legal regulations difficult to apply. Therefore, the present report shall clarify the
existing applicable law to the different aspects of this new technology and will expose

the points that shall require further research or specific regulations.

7.1 Methodology

This report was carried out as part of WP7 of BEAMING, which addresses legal and
ethical issues raised by this technology. The data for our analysis was gathered in
several ways, including (a) reviews of the relevant literatures on legal issues, (b)
reviews of legal systems and their regulations from an international perspective and
without attempting to apply a specific domestic law, (c) review of the BEAMING
proposal document, and (d) discussions at the BEAMING kickoff meeting in Barcelona
(February, 2010).

7.2 Scope of BEAMING. Difference with previous technologies. Legal

Implications

In the present, there are several technologies aimed at shortening the distances between
persons located in different locations: telephone, chat rooms, teleconferencing, etc.
More advanced technologies have enabled persons to interact from their computers in

virtual environments. However, BEAMING aims to develop a technology that will
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allow a person to interact in a real destination, so that the participants of a session may
share a multi-sensorial experience. One person (the visitor) will enter a telepresence
environment (such as a CAVE) and will be immersed in an actual remote location (the
destination) and will interact with other people at the destination (the locals). The
project aims to implement visual, oral and haptic interactions between visitor and locals,

in order to gain the richness of actual face-to-face interactions.

The main difference between previous telecommunication technologies and BEAMING
is that visitor’s actions have a real physical impact in the destination. The visitor will
appear at the destination through augmented reality and teleoperation technologies.
Locals at the destination will be able to interact with visitors either through teleoperated
physical embodiments, or virtual embodiments seen through see-through head-mounted

displays or at the lowest end through normal computer displays.

BEAMING is programmed to be used for telemedicine, business and teaching. Taking
into consideration these programmed applications, the legal implications of this new
technology are various and will defy certain concepts regarding liability for one’s own
actions. Furthermore, BEAMING shall involve the streaming of sensitive data and its

operation will raise privacy and data protection concerns.

Firstly, this report shall start with a legal analysis of the subjects of law involved in a
BEAMED Environment and their possibility of engaging in acts with legal
consequences. Secondly, there shall be an explanation of the general principles of
criminal and civil liability for actions conducted in the BEAMED Environment, taking
special regard for liabilities which arise from the programmed uses of this technology.
Thirdly, there shall be a brief introduction to the issue of applicable law to the
circumstances that arise from a BEAMED Environment. Lastly, this report shall
analyze the existing privacy and data protection laws in order to search for the existing

legal answers that would apply to BEAMING.

8 Susiects oF Law anp LEcaL Acts IN THE BEAMED ENVIRONMENT

The active participants in the BEAMED Environment are: visitors and locals. Under a
legal view, would the avatar be a subject of law? Legal systems are focused on

regulating human conduct as they are the active or passive subjects of rights and legal
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obligations. Legal rules may refer to animal, plants and inanimate objects. However,
they aim at governing a human behavior with regard to them' (Kelsen 1979).
Consequently, the avatar as an inanimate object cannot be considered a subject of law

and the focus of our analysis must shift towards the person behind it.

Avatars are not beings capable of performing voluntary acts by themselves: “The
relationship between the avatar (or virtual persona) and the individual is critical, but
ultimately it is the individual who should be the focus of the law. While all people are
created equal and are entitled to equal protection of the law, the same cannot be said
for avatars, and not all--or perhaps any--avatars are entitled to the same rights and
protections. The true nature and extent of this individual-avatar relationship must
influence the creation or legal recognition of property rights, civil rights, and criminal

sanctions for misbehavior in virtual spaces.”® (Llewellyn 2009).

Visitors and locals as human beings are the only subjects that can perform voluntary
acts in the BEAMED Environment. From the Civil Law perspective, if the legal system
applicable to the visitor or the local attributes legal effects to their voluntary acts, they
are deemed to be “legal acts”. Therefore, the consequences of the legal acts performed
through the avatar will be ascribed to the person who is performing the voluntary act,

namely the visitor.

9 LiaBILITIES FOR ACTS PERFORMED IN THE BEAMED ENVIRONMENT

This chapter will deal with liabilities of visitors, locals and providers due to actions or
omissions carried out in the BEAMED Environment. The analysis of criminal and
tortuous conducts from a strictly legal perspective shall be done taking into
consideration general principles of criminal and tort law. However, it is important to
note that there are no universal regulations in international private law concerning torts
or crimes and that there are significant differences between civil and common law legal

systems?®.

! Kelsen, Hans “Teoria Pura del Derecho”Universidad Nacional Autonoma México, Mexico 1979

2 Llewellyn Joseph Gibbons ” LAW AND THE EMOTIVE AVATAR” Vanderbilt Journal of
Entertainment and Technology Law, Summer 2009

? To harmonize the diversity of legal regulations of contractual and extra-contractual liabilities in Europe,
two legal instruments were drafted: The Principles of European Contract Law and the Principles of
European Tort Law. There are principally three major trends in the regulation of liabilities: the single rule
approach of the French Civil Code, the restricted pluralism of the German Civil Code and the unrestricted
pluralism of the common law countries. In the single rule approach the legal system provides in a single
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Criminal liability will arise if actions fit into the strict classification of crimes
determined by the applicable law to the subject. Civil liability shall arise if there is a
breach of a contractual or extra-contractual obligation®. One singular action may
produce civil and criminal liability at the same time. The main difference between civil
and criminal liability is that the latter disrupts public order and tort law vindicates a

private wrong.

As mentioned above, avatars are not independent subjects of law and consequently
cannot perform juridical actions in a strict sense. The subjects of law that can participate
with their conducts in the BEAMED Environment are locals and visitors, and the latter
use avatars as instruments to physically materialize their voluntary and also involuntary
actions. These actions performed in the BEAMED Environment by visitors, locals or

the provider may produce civil or criminal liability.

9.1 Liability for a person’s “Own Acts” or for “Acts and state of Inanimate
Things”

Visitors shall be granted access to the BEAMED Environment and shall be enabled to

have a real physical interaction with locals and objects present at the destination through

the use of an avatar. Locals shall have the possibility of conducting real actions in the

BEAMED Environment, however, actions of locals on visitors will be virtual.

The legal challenge that this new technology may introduce to tort law, is trying to
define if liability for actions performed in the BEAMED Environment arises from
“ones’ own acts” or from the “act or the state of an inanimate thing”, the avatar in this
case. This is of particular importance for the legal analysis of damages caused by the

visitor’s avatar, which conducts “real” or material acts instead of merely virtual ones.

If damages caused by an avatar are considered under the light of liabilities for a visitor’s
“own actions”, the majority of legal systems base civil tortuous liability on the concept
of fault’. Fault may be found in intentional and also unintentional conducts® of

individuals. In Civil Law countries, misconducts are commonly divided into delicts and quasi-

Code the rules of liability, while in the unrestricted pluralism the legal system provides particular
regulations for each tort.

4 From the Common Law perspective, a tort is a civil wrong (other than a breach of contract) that causes
injury or other damage for which the legal system deems it just to provide a remedy such as compensation
(Statsky 2001).

* According to the French legal system “Any act by which a person causes damage to another makes the
person through whose fault the damage occurred liable to make reparation for such damage”. Article
1382 of the French Civil Code.
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delicts (such is the case of negligent actions or omissions)’. In Common Law legal
systems, some torts require intent and in others negligence is the defining element
required. Intentional torts are those in which a person desired to bring about the result or
knew with substantial certainty that the result would follow certain actions. Negligent

torts are caused by the failure to use reasonable care.

However, if avatars are considered instruments used by visitors in the BEAMED
Environment, their acts or mere state could be analyzed from the perspective of
liabilities caused by things. In this case, the notion of personal intent or negligence does
not apply since: “the modern doctrine of liabilities caused by things impose strict
liability on persons and enterprises for such damages, either as a price for carrying on
the activity or possessing the thing, or on the theory that the activity, being ultra-
hazardous, is carried on at one’s peril”® (Stone 1986). To be exonerated from strict
liability, the proof of lack of intention or negligence attributed to the visitor would be
insufficient. In general, strict liability for damages caused by things is only exonerated
in exceptional cases, such as force majeure, fault of the victim or third parties or an

extraneous cause not imputable to the defendant’® (Ollier and Le Gall 1986).

If the second theory were to apply, liabilities for conducts performed in the BEAMED
Environment would be significantly burdensome. Would it be reasonable to impose
liability to visitors for conducts performed without intention or negligence in the
BEAMED Environment when their actions were carried out by an avatar? Due
consideration must be given to the rationale behind strict liability: courts might find it
reasonable to impose objective liability because of the risk factor inherent to the

technology.

% Conducts are acts or omissions, subject to the conscious control and a declaration of intent, and
therefore controllable. This definition chiefly exempts from liability for unconscious movements. Damage
caused by an individual, but not by his conduct, is only actionable under the rules of strict liability. Von
Bar, Christian “The Common European Law of Torts, volume II”’, Oxford University Press, United States
2000

”In Roman Law there was a strict distinction of delicts and quasi-delicts. The first were characterized by
malicious intention and quasi-delicts characterized by negligence. This distinction is now present in the
French Civil Code art. 1382 and 1383.

§ Stone, Ferdinand F. “International Encyclopedia of Comparative Law: Torts, Vol. 11. Chapter 5 on
Liability Caused by Things” September 1986, Aspen Publishers, Inc.

? Ollier, P. D. and Le Gall, J.P. “International Encyclopedia of Comparative Law: Torts, Vol. 11: Chapter
10 on Various Damages” September 1986, Aspen Publishers, Inc.
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9.2 Criminal Liability

Locals and visitors interacting in the BEAMED Environment may conduct criminal
offenses, against property or even life of the participants. Locals have a limited physical
capacity to violate the property and physical integrity of visitors, since their actions on
visitors are merely virtual. However, visitors may commit criminal offenses through
their avatar against the property and physical integrity of locals. Both visitors and locals
can inflict moral and psychological damage to each other (verbal harassment, infliction

of emotional distress, etc.).

Conducts must be typified by statutes in order to be considered a criminal offense and
the application of criminal laws are generally territorial. However, in exceptional cases
extraterritorial application of criminal law is permitted. Customary international law
recognizes five bases on which a state may exercise criminal jurisdiction over a citizen
or noncitizen for acts committed outside its territory: (1) the "objective territorial
principle," which provides for jurisdiction over conduct committed outside a state's
borders that has, or is intended to have, a substantial effect within its territory; (2) the
"nationality principle," which provides for jurisdiction over extraterritorial acts
committed by a state's own citizen; (3) the "protective principle," which provides for
jurisdiction over acts committed outside the state that harm the state's interests; (4) the
"passive personality principle," which provides for jurisdiction over acts that harm a
state's citizens abroad; and (5) the "universality principle," which provides for
jurisdiction over extraterritorial acts by a citizen or noncitizen that are so heinous as to

be universally condemned by all civilized nations'® (Romualdo 2010).

Taking these theories into consideration, visitors may be subject not only to their
territorial criminal statutes, but also to the criminal law applicable to the place of
destination. It is clear that modern criminal law has already address the dissociation
between the criminal conduct and its extraterritorial effects. Courts in all territories
involved in this technology would be entitled to prosecute the criminal actions: (i) the
courts of the place where the visitor is located due to the strict territoriality principle and

(i1) courts of the place of destination due to the “objective territorial principle”.

10 Romualdo P. Eclavea, J.D., Larissa J. Erkman, J.D., Edward K. Esping, J.D., and Tracy Bateman
Farrell, J.D.: “International Law” 44B Am. Jur. 2d International Law § 89, American Jurisprudence,
Second Edition, updated April 2010.
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9.3 Professional Liability

The programmed uses of BEAMING imply the use of the technology for the exercise of
different types of professions (doctors, psychiatrists, teachers, lawyers, etc).
Consequently, locals and visitors may cause damages or injuries due to the improper

performance of their professional duties.

In both Common and Civil law legal systems, the exercise of liberal professions
imposes a general duty of care: “professional liability is essentially responsibility for
breach of a legal duty of care, regardless of whether such legal duty is contractual,

statutory or otherwise"' (Zepos and Christodoulou 1986).

Defining the “standard of care” with relation to the use of BEAMING between locals
and visitors located in different jurisdictions will be difficult. The standard of care is
enacted and enforced in disciplinary and criminal regulations, both in the country of the
visitor and the local. Special consideration to conflict of laws shall be given in the next
chapter. However, it is important to consider that the exercise of a legal professional
activity in one country could be considered misconduct or even a criminal offense in

other jurisdictions (for example, abortion, euthanasia, cloning, etc).

Furthermore, certain liberal professions require a formal admission to practice in a
foreign country (doctors, lawyers, psychiatrists, etc). The cross-border practice of
certain professions could be considered illegal and a breach to the applicable law of the

destination.

In relation to the standard of care and the use of BEAMING for telemedicine, there is a
worldwide concern for the appropriate knowledge and practice of the new technologies.
If the physician lacks sufficient practice in the use and management of the avatar he
may be subject to professional liability for negligence. In the United States of America
the FDA is involved in regulating the use of surgical robots and has stated that there is a
significant learning curve in the use of the surgical robotic systems. The FDA requires
manufacturers to implement training programs for surgeons before surgeons are

authorized to use robotic surgical systems on patients'> (Herrman 2006). The World

' Zepos, PJ. and Christodoulou, Ph. “International Encyclopedia of Comparative Law: Torts, Vol. 11.
Chapter 6 on Professional Liabitility” September 1986, Aspen Publishers, Inc.

12 Herrmann, Katherine J. “CYBERSURGERY: THE CUTTING EDGE” Rutgers Computer and
Technology Law Journal 2006
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Medical Association has issued guidelines for the use of telemedicine and specifically

addresses the need for appropriate practice and training guidelines'.

9.4  Products and Service Liability

Damages caused in the BEAMED Environment could arise from defects in the
hardware, software or the telecommunications service involved in the provision of this
technology. The provider of BEAMING technologies may be liable for these damages

due to a breach of its contractual obligations or from tort.

It is relevant for the analysis of this issue to comment that the corporate structure and
the parties that will engage in the provision of the technology shall have direct
implications on the liability for damages caused by the product or the
telecommunications service. BEAMING may structure the provision of the technology
as a telecommunications service or as a robotic or virtual reality provider, through off-
shore or local providers and may outsource certain aspects of the technology. These
local providers may be independent companies or subsidiaries of a holding company
and the responsibilities in the provision of the technology may have defined limits. The
corporate structure and outsourcing of certain products or services of BEAMING shall

directly impact the distribution of liabilities between the providers.

In those cases where defects of any hardware or software of BEAMING are the cause of
injury or other harm to visitors and locals, product liability may apply. Factual examples
of these malfunctions can be found in the use of existing telerobotic surgery, where
system failures and software errors occurred during an operation: in the United States a
patient filed a lawsuit against Intuitive Surgical Inc. alleging that the malfunctioning of

a Da Vinci surgical robot caused his erectile dysfunction'.

In Common Law, the term product liability covers a variety of causes of action that can

be raised when a defective product causes damages. Causes of action against these

3" WMA Statement on Accountability, Responsibilities and Ethical Guidelines in the Practice of
Telemedicine, Adopted by the 51st World Medical Assembly Tel Aviv, Israel, October 1999 and rescinded
at the WMA General Assembly, Pilanesberg, South Africa, 2006

4 Roland Mracek sued Intuitive after undergoing a prostatectomy at Bryn Mawr hospital in June 2005.
During the surgery, the da Vinci robot went on the fritz and displayed error messages; after his surgical
team and an Intuitive rep couldn't make the robot work, surgeons performed a traditional laparoscopic
prostatectomy, according to court documents. A week later Mracek suffered an episode of gross hematuria
(visible blood in the urine) and later developed severe groin pain and erectile dysfunction. The U.S Court
of Appeals for the Third Circuit's three-judge panel upheld the U.S. District Court for Eastern
Pennsylvania's March 2009 decision that Mracek failed to prove that the robot's malfunction caused his
injury. Available at: http://www.paed.uscourts.gov/documents/opinions/09d0273p.pdf
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damages range from negligence to strict liability in tort". In principle, strict liability is
only applicable to the sale of products'®. However, the application of the concept has
been flexible and legal authorities state that it is actually policy and not physical
definitions of commercial or tangible objects that determine whether a product is
involved". This argument is particularly relevant to the characterization of mass-
produced computer software programs: “whether they are delivered in a physical
software format, or downloaded from the Internet or online services directly into a
9918

computer, their characterization as “product” or “service” will depend on policy

(Heafey 2006).

The BEAMING technology involves data transferred through the internet. If for an
unknown reason the data flow is interrupted and it results in damages for a patient,
Courts should have to decide whether there should be strict liability applicable to the
service provider. It would be difficult to sustain strict liability, since there is “service”
involved in the causation of damage. American courts have issued rulings that expressly
state that products liability and the consequent theory of strict liability does not apply to

internet transmissions.'* However, courts might apply strict liability for policy reasons.

10 ArprLicABLE Law

10.2 The Importance of Defining the Applicable Law

Once implemented, the BEAMING technology will give birth to a very particular
beamed environment in which, both, physical and virtual human beings (Avatars) will
interact. As a result of such interaction, these individuals will engage in different types

of relationships and therefore they will be subject to legal rules as well as their effects.

' The causes of action are generally: negligence, misrepresentation, breach of express warranty, breach of
implied warranty of merchantability, breach of implied warranty of fitness for a particular purpose and
strict liability in tort. Statsky, William P. "Essentials of Torts” West Legal Studies, United States of
America, 2001

'6 Restatement (Third) of Torts: Products Liability defines a product as tangible personal property
distributed commercially for use or consumption. Services, even if provided commercially, are not
products. Chapter 871, § 5-311.

17 Cantu “A Continuing Whimsical Search for the True Meaning of the Term Product in Products Liability
Litigation” 35 St. Mary’s L.J. 341, 347 (2004)

18 Heafey, Richard J. and Kennedy, Don M. “Product Liability: winning strategies and techniques” ALM
Properties INC, Law Journal Press, New York 2006

19 James v. Meow Media Inc, 300 F.3d 683, 701 (6th Cir. 2002)
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The importance of defining the law applicable to these relationships and to their effects
lies in the need of framing the rights and duties of the parties involved and interacting in
a BEAMED Environment, including the service provider. The law of each state will de-
termine the civil and criminal capacity of its citizens as well as the professional “stand-
ard of care” (disciplinary and criminal regulations) and establish the legal framework of

domestic and international business relationships.

Moreover, defining the applicable law will lead in turn to the question of proper adju-
dication jurisdiction®’, namely, which court will have jurisdiction to hear a case arising
out of a business relationship both domestic and international, tort, criminal wrongdo-
ings, consumer protection, etc, when the relevant facts take place in a BEAMED Envir-

onment.

10.3 Private International Law. Conflict of Laws: law applicable in the
destination, to the visitor or to the provider?
In private international law there are many theories to justify the application of a partic-

ular state law?'. For the purpose of this analysis, only three of them will be addressed.

From a legal standpoint, there is a strong basis for prescriptive jurisdiction which is ter-

20 “Enforcement jurisdiction, one may recall, is the authority actually to enforce the law by inducing or
compelling compliance with it. It is what gives regulation its teeth and makes it effective. This form of
jurisdiction has a strictly territorial basis, which means that in the absence of extradition - which is un-
likely to be granted with respect to the vast majority of Internet matters - a state can enforce its laws only
against in-state actors, against entities with a presence on the territory of the state or with assets there.
(Thomas Schultz, “Carving up the Internet: Jurisdiction, Legal Orders, and the Private/Public Internation-
al Law Interface”, 19 Eur.J.Int’L. 799, 813, 2008.).

21 Although inherently weaker, several bases of extraterritorial jurisdiction are also acknowledged by the
international community, such as nationality, passive personality, effects, protection, and universality
principles. The nationality principle permits states to assert jurisdiction over their own nationals,
wherever they are located. This principle is grounded in the relationship existing between states and their
nationals in which citizens are subject to their state's laws because they enjoy the benefits of citizenship
and have notice of the laws of their home state.

Similarly, jurisdiction has been based on the nationality of the victim; however, such "passive
personality" jurisdiction is not favored. Another common basis of extraterritorial jurisdiction is effects
jurisdiction. Under this principle, a state may assert jurisdiction over conduct that has an effect, but does
not actually occur, within its border. In addition, jurisdiction has been upheld under the protection
principle where extraterritorial conduct directly threatened crucial state interests, such as national
security. Lastly, under the universality principle, certain activities are by their very nature jus cogens, and
any nation may have jurisdiction over them. 31 B.C. Int’l & Comp. L. Rev. 345, The Continuing
Conundrum of International Internet Jurisdiction, Kevin A. Meehan, 347,348, 2008.
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ritoriality*® (Meehan, 2008; Schultz, 2008). It purports that a state has the authority un-
der international law to regulate persons, objects or activities within its territory> (Mee-
han, 2008). This principle has been deemed insufficient, particularly with regards to in-
ternet, as the effects of the data flow through the net would reach people located in other
countries and they may result in a violation of other countries’ laws. “It would seem in-
appropriate to 'decline to intervene simply because a defendant is wholly absent, since
the effects of the defendant's Internet behavior are still felt locally'.” *(Zittrain, 2003,
cited in Schultz, 2008).

In contrast, the effects doctrine may be a basis for jurisdiction when “no constituent ele-
ment of the offence takes place within the territory of the prescribing state™ (O’Keefe,
2004 cited in Schultz, 2008). In this case, despite the fact that the activity takes places in
a foreign country, a state will assert its jurisdiction and therefore apply its own law be-
cause the effects of said activity occur within its territory?®. This principle has been chal-
lenged with regards to internet regulation because the effects of the data flow are spread
out worldwide and it would be almost impossible for any content provider to assess its
legal risks. It is impossible that a service provider would be aware of the legislation ap-
plicable in any and all countries of the world, and therefore it would be impossible for it

to avoid responsibility for an alleged violation of unknown legislation.

“As effects can more or less voluntarily take place in a large number of jurisdictions, an
additional element is increasingly being taken into consideration in the context of Inter-

net jurisdiction. It is the foreseeability criterion, the predictability of being brought be-

22 1d.,347. Schultz, op.cit., 811.

2 Meehan, op.cit., 816. See also, Louis Feraud Int'l SARL v Viewfinder Inc, 406 F Supp 2d 274 (SDNY
2005). “...[a] strict application of the territoriality principle, as contemplated by the New York court,

would lead to the under-protection of the values and the public policy choices of the forum state.”
Schultz, op. cit., 811.

24 Zittrain, 'Be Careful What You Ask For: Reconciling a Global Internet and Local Law', in A. Thierer
and C.W. Crews (eds), Who Rules the Net? Internet Governance and Jurisdiction (2003), at 13, cited in
Schulz, op. cit., 811.

3 O'Keefe, 'Universal Jurisdiction - Clarifying the Basic Concept', 2 J Int'l Criminal Justice (2004) 735, at
739; Bowett, 'Jurisdiction: Changing Patterns of Authority over Activities and Resources', 53 BYIL
(1982) 1, at 7. Cited in Schultz, op. cit., 812.

% See Yahoo! Inc. v. La Ligue le Racisme et L'Antisemitisme (Yahoo! I), 145 F. Supp. 2d 1168, 1171-72
(N.D. Cal. 2001)
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fore a court in the forum in question.”” (Schultz, 2008). This distinction has lead to the
development of a third theory, Targeting, that is somewhat equidistant of the two previ-
ously mentioned. Thus, “Targeting means in essence that the activity must be intended
to have effects within the territory of the state asserting jurisdiction - it is, so to speak, a
'tighter' version of the effects doctrine. To apply the principle of targeting is to 'identify
the intentions of the parties and to assess the steps taken to either enter or avoid a par-
ticular jurisdiction”*(Schultz, 2008). It is important to note in this regard that this the-
ory assumes that the internet service provider is fully aware of the risk that delivering
some contents may be offensive to the law of a particular country and therefore, it

would take the appropriate measures to avoid or reduce such risk.”

Finally, the applicable law and the jurisdiction may also be agreed by the parties.
Providing for a forum selection clause is a normal practice in most international con-
tracts. Now, while this alternative has been acknowledged as acceptable by the US
Courts, the EU has considered that these clauses are null and void when they are inser-

ted in business-to-consumer contracts* (Meehan, 2008).

As sometimes overlapping of different laws may occur, it should be necessary to resort
to the rules on conflicts of law of the states that might otherwise have jurisdiction. “/In
many cases, a number of states may have concurrent jurisdiction under any of the vari-

ous forms of extraterritorial jurisdiction, resulting in a conflict of laws. Forum selection

" Schultz, op.cit. 815, 816.
B1d., 817.

¥ “The principle of targeting has appreciable advantages over the standards concretizing the principle of
subjective territoriality, or the effects doctrine as it is usually understood. First, it reduces the number of
overlapping jurisdictions - it reduces the number of ships in the convoy, to use the image mentioned
earlier - as the number of states whose territory is targeted in a specific instance is likely to be lower than
the number of states on whose territory effects take place. Secondly, it provides for a more foreseeable
standard of jurisdiction, as Internet content providers should be subject to the regulations of states only
where they intended to 'send' information which they can legitimately be expected to respect. Thirdly, it
would constitute a more reasonable and fair head of jurisdiction because targeting sets higher the
threshold of what constitutes a genuine or sufficient link between an activity and a state's territory.
Fourthly, compared to a strict application of the principle of subjective territoriality, it makes shopping
for lenient legal regimes more difficult as Internet content providers cannot simply move to more friendly
Jjurisdictions while still targeting the same territory with the same information.” 1d., 817, 818.

39 Meehan, op.cit., 367. See, Denis Rice, 2001: A Cyberspace Odyssey Through U.S. and E.U. Internet
Jurisdiction over E-Commerce, 661 PLI/PAT 421, 445 (2001) at 492-94 (discussing Brussels Convention
and Hague Convention proposals that would hold choice of forum contracts null and void).
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clauses in international business contracts have become an increasingly important and
accepted method of resolving international conflict of laws issues in the world of global
commerce. Outside of this arena, however, there are two doctrines commonly used by
courts to resolve international conflicts of laws: international comity, and forum non
conveniens. International comity is the recognition that a nation grants to the legislat-
ive, executive, or judicial acts of another nation within its own territory. Under this
doctrine, a court may recognize and enforce a judgment of a foreign court, apply the
laws of another state, or decline to assert its otherwise valid jurisdiction and dismiss
the complaint in favor of a foreign forum. Under the forum non conveniens doctrine, a
court can dismiss a case if it finds that it would not be a sufficiently convenient forum

for adjudication.”' (Meehan, 2008).

In a virtual environment such as the one that will be created by BEAMING, attention
must be paid to several aspects. The hypothetical scenario might be that: the visitor
would be located in one country and his “avatar” might be interacting in real time with
the locals in another one, while the service provider, as sender, could be located in the

visitor’s country and in the local’s country as receiver.

According to the territorial principle, the activity of the visitor would be governed by
the laws of the state where he is located. The same laws would apply to the service pro-

vider as sender if it were in the same state as the visitor.

However, this law would neither apply to the avatar that is performing an activity in a
different state nor would it apply to the receiver service provider. This should lead to an
unreasonable result, for as it will be later explained, the avatar is not a different person
from the visitor and it might be subjected to the laws of the destination state. Given that
the acts of the visitor and his avatar located in the destination state will produce its ef-
fect in the latter, it seems that the effects principle should be more suitable to determine
the applicable law. Nonetheless, if BEAMING were used for conferencing or lecturing,

and the avatar might be performing its activity in various countries at the same time

'1d., 348
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there could be an overlapping in applicable laws as there will be more than one destina-

tion state.

It has been said that the overlapping of different applicable laws could be reduced by
applying the targeting principle to determine the governing law*?. (Schultz, 2008). This
approach would be useful as well if a criminal wrongdoing took place in the BEAMED
Environment, as the criminal liability (as discussed above) would most probably be ad-

judicated according to the law of the state where the criminal act took place.

The nature of the relationship between the visitor and the sender service provider in a
BEAMED Environment will clearly be contractual. However, the relationship between
the sender and the receiver service provider may or may not be of the same nature, for
there might be more than one server located in different states and thus subject to differ-
ent jurisdictions. If there were an intrusion in the data-flow by a non-solicited third
party, this may result in a violation of both the contractual provisions applicable and of

the sender or receiver internet providers’ state law.

Now, from a different angle, it is important to note that “the technological structure of
the Internet does impose rules on Internet activities” **(Svantesson, 2006; Bartle, 2004).
As Lessig states "[o]nce it is plain that code can replace law, the pedigree of the code-
writers becomes central. Code in essence becomes an alternative sovereign--since it is
in essence an alternative structure of regulation. But who authors this sovereign author-

ity? And with what legitimacy?" **(Lessig, cited in Svantesson, 355).

%2 Schultz, op.cit., 817. Additionally, it must be noted that: “Enforcement jurisdiction acts as a limiting
factor, reducing the overlapping of directly effective regulations to the various states where Internet actors
have a presence or assets, which falls somewhere short of all the nations of the entire world. The submis-
sion of Internet actors to a worldwide range of paper rules may be true, but their submission to effective
rules is far more limited.” Id., 813.

3316 Alb. L. J. Sci. & Tech. 343, Borders on, or Borders around --- The Future of the Internet, Dr. Dan
Jerker B. Svantesson 2006, 354; NYLSLR, Virtual Worldliness: What the Imaginary Asks of the Real, Dr.
Richard A. Bartle,2004, 27.

3* Svantesson, op.cit.,
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Therefore, it should be advisable to keep in mind that basically the software developer
as well as the service provider of BEAMING, have the ability to set forth certain rules
that will be embedded in the code and thus, will govern the BEAMED Environment
from the technical standpoint. It is in this regard that the ethics and legal views are rel-
evant, since the features or capabilities allowed by the technology can be neutral or po-
tentially harmful. In the latter case such risk should be borne by the codewriters and the
service providers. If the services were licensed to licensors worldwide they might be
held liable accordingly if the services were offensive to the laws of the country or coun-
tries where said services are rendered. This issue might become even more relevant with
the further development of geo-location technologies in that it will be easier and more
accurate to determine where an IP address is geographically located. **(Svantesson,

2004).

10.4 The Issue of Public Policy

The following clear definition of public policy frames the question of whether the
BEAMING technology may be deemed as a violation of a particular state’s public
policy and on what grounds: “A mandatory rule (loi de police in French) is an
imperative provision of law which must be applied to an international relationship
irrespective of the law that governs that relationship. To put it another way: mandatory
rules of law are a matter of public policy (ordre public), and moreover reflect a public
policy so commanding that they must be applied even if the general body of law to
which they belong is not competent by application of the relevant rule of conflict of
9936

laws. It is the imperative nature per se of such rules that make them applicable.

(Mayer 1986).

In this regard it should be noted that the notion of public policy varies from state to
state, so it would be advisable a thorough research of said legal issue both in the
visitor’s home country and in the locals’ country. The same applies to both sender and
receiver service providers. In terms of contractual relationships, mandatory rules impose
over the parties the obligation of applying those rules disregarding their intention of

being bound by another’s country laws. This effect must be taken into account when

3% Dan Jerker B. Svantesson, Geo-location Technologies and Other Means of Placing Borders On the
'Borderless' Internet, 23 J. Marshall J. Computer & Info. L. 101, 101 (2004), 101, 102.

36 Pierre Mayer, Mandatory Rules in International Commercial Arbitration, Arbitration International Vol
2, No. 4, (1986) 274, Wolters Kluwer.
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entering into a contract, for example, between the visitor and the service provider if it
were an international contract or if the contractual relationship arises out of the
telemedicine services rendered through BEAMING. The following areas of law are
usually considered subject to public policy and might result applicable to BEAMING:

human rights, criminal law, consumer protection laws and labor law.

10.5 May or must the Applicable Law be chosen by the parties?

As stated above, if there is a contractual relationship jurisdiction may be agreed upon by the
parties. In this regard it is important to note that the parties are not encouraged to do forum
shopping as a way to circumvent the otherwise more restrictive applicable law. This practice
may allow the judge to disregard the choice of law clause and to apply the proper law to the
case taking into account the ties of the parties with a particular state or the place where the

activity and its effects take place.

As explained above, there will be some contractual relationships present in BEAMING, such as
the one between the visitor and the sender service provider or the locals with the receiver ser-
vice provider, and there could be others among the visitor and the locals for example, if BEAM -

ING is used for rendering medical services at the destination.

In these cases it is important before entering into any contract to analyze the applicable law in
each particular case to avoid that the choice of law clause be set aside by the judge with jurisdic-

tion to adjudicate a potential dispute.

11 Privacy anp Dara PrRoTECTION

From the start, the development of information technologies has raised legal concerns
about their potential risks towards the right of privacy of individuals. Information
technology enables the production, processing, storage, dissemination and
communication of information around the world and this implies the disclosure, sharing

and provision of private and sensitive personal data.
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The legal implications of the use of information technologies were detected as early as
the 1960°s*” and with their constant growth and development, the right to privacy gave
way to the recognition of a new fundamental right: the right to data protection®. The
first international instruments that treat personal data protection are the Council of
Europe's 1981 Convention for the Protection of Individuals with regard to the
Automatic Processing of Personal Data* and the Organization for Economic
Cooperation and Development (OECD) Guidelines Governing the Protection of Privacy

and Trans-border Data Flows of Personal Data.

These international agreements have had a profound effect on the enactment of laws
around the world. The fundamental right to data protection has been autonomously
legislated in several countries. In other countries, this right is understood to arise from
their declarations of the right to privacy and have data protection regulations in specific

laws*!.

BEAMING will involve highly-detailed video, acoustic and haptic monitoring of the
destination and locals. Furthermore, it will also involve detailed kinematic,
physiological, haptic, and acoustic monitoring of the visitor. All of this information will
be transmitted in real-time over the internet. This brief description of BEAMING
explains the most important facts to be seen under the light of legal regulations

protecting the right to privacy and personal data protection.

The following points shall explain from a strictly legal perspective: (i) the legal nature
of the information gathered, transmitted and shared during a BEAMING session, (ii) the
rights over this information from the locals and visitors’ perspective, (iii) the principal
obligations of the provider of the BEAMING platform under the light of the existing

data protection laws.

37 Parliamentary Assembly of the Council of Europe addressed Recommendation 509 to the Committee of
Ministers asking it to examine whether the European Human Rights Convention and the domestic law of
the member States offered adequate protection to the right of personal privacy vis-a-vis modern science
and technology

3 The genesis of modern legislation in this area can be traced to the first data protection law in the world
enacted in the Land of Hesse in Germany in 1970This was followed by national laws in Sweden (1973),
the United States (1974), Germany (1977), and France (1978).

¥ ETS No. 108, Strasbourg, 1981, available at:
http://conventions.coe.int/Treaty/EN/Treaties/Html/108.htm

4 OECD, Guidelines Governing the Protection of Privacy and Transborder Data Flows of Personal Data"
(1981), available

at:http://www.oecd.org/document/18/0.3343.en 2649 34255 1815186 1 1 1 1.00.html

“ For example, the United States of America avoided enacting general data protection rules in favor of
specific sectoral laws governing, i.e., video rental records, spam, financial privacy, etc.
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11.2 Legal Nature of the Information

There are different personal data implicated in the use of BEAMING. Therefore, the
legislation that is applicable to the rule and understanding for the handling of this

information are Data Protection Laws.

Although there is no universal definition of “personal data”, the different legal orders
have sought to define the concept in similar terms. The European Parliament and
Council’s Directives can be taken into consideration for the analysis of the fundamental
rights to data protection, since they are supranational legal norms that apply to all
European states and are used as guidelines for most data protection laws around the

world.

The Directive 95/46/EC of the European Parliament and of the Council of 24 October
1995 on the protection of individuals with regard to the processing of personal data and
on the free movement of such data* (“Directive 95/46/EC”) defines personal data as
“any information relating to an identified or identifiable natural person”. In order
for the Directive 95/46/EC to apply, the personal data must be subject to any kind of
processing*, whether wholly or partly by automatic means and also to the processing
otherwise than by automatic means of personal data which form part of a filing system

or are intended to form part of a filing system.

The Article 29 Data Protection Working Party* (“Working Party”) in search of

harmonizing the different definitions given to the legal term “personal data” issued an

42 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
protection of

individuals with regard to the processing of personal data and on the free movement of such data; OJ L
281,

23.11.1995, p. 31 ; available at: http://ec.europa.eu/justice_home/fsj/privacy/law/index_en.htm

4 This same wording was used in the 1981 Convention and the OECD Guidelines

4 Art. 2.b. of the Directive 95/46/EC stipulates that processing shall mean any operation or set of
operations which is performed upon personal data, whether or not by automatic means, such as collection,
recording, organization, storage, adaptation or alteration, retrieval, consultation, use, disclosure by
transmission, dissemination or otherwise making available, alignment or combination, blocking, erasure
or destruction.

* The Working Party was set up under Article 29 of Directive 95/46/EC. It is an independent European
advisory body on data protection and privacy. Its tasks are described in Article 30 of Directive 95/46/EC
and Article 15 of Directive 2002/58/EC.
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opinion* to shed some light over the elements that constitute this concept. According to

the Working Party there are four main building blocks to this definition:

- “Any information”
“Relating to”
“An identified or identifiable”
“Natural Person”

The nature of the information can be objective (i.e. name, telephone number, address)
or subjective (i.e. opinions, assessments) and can either be true or false. The content of
the information may be diverse and includes private, sensitive and also public
information. Considering the format of the information, it includes information on
paper, videotape and information stored in any digital format. The concept of personal
data includes information available in whatever form, be it alphabetical, numerical,
graphical, photographical or acoustic.

Of particular interest for BEAMING is the fact that sound and image data*’ qualify as
personal data, insofar as they may represent information on an individual®.
Furthermore, biometric data have expressly been treated by the Working Party as
examples of personal data. These data may be defined as: “biological properties,
physiological characteristics, living traits or repeatable actions where those features
and/or actions are both unique to that individual and measurable, even if the patterns
used in practice to technically measure them involve a certain degree of probability™" .
Examples provided by the Working Party are fingerprints, retinal patterns, facial
structure, voices, but also hand geometry, vein patterns or even some deeply ingrained
skill or other behavioral characteristic (such as handwritten signature, keystrokes,

particular way to walk or to speak, etc...). The Working Party takes due note that a

particularity of biometric data is that they can be considered both as content of the

46 Opinion 4/2007 on the concept of personal data, ( 1248/07/EN, WP 136) available at:
http://ec.europa.eu/justice _home/fsj/privacy/docs/wpdocs/2007/wp136_en.pdf

47 There is a particular reference to sound and image data in Article 33 of the Directive 95/46/EC

8 The constant development of new information technologies is a main guideline of data protection laws.
Recital 14 of the Directive 95/46/EC, states that "given the importance of the developments under way, in
the framework of the information society, of the techniques used to capture, transmit, manipulate, record,
store or communicate sound and image data relating to natural persons, this Directive should be
applicable to processing involving such data".

4 Opinion 4/2007 on the concept of personal data, ( 1248/07/EN, WP 136), page 8, available at:
http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2007/wp136_en.pdf
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information about a particular individual as well as an element to establish a link

between one piece of information and the individual.

The different types of information described above must “relate” to an individual, that
is, when it is about that individual. This individual may be “identified or identifiable”
by direct or indirect means. Lastly, the information must relate to a natural person,

which means any human being™, irrespective of their nationality or other traits”'.

As mentioned above, BEAMING involves the gathering, processing, transfer and
manipulation in general of video, acoustic and haptic data about the destination, locals
and visitors. To use the services and contract with any BEAMING provider, shall also
require the filing of personal information of the visitor and locals and the creation of
user-accounts or logs. Furthermore, the nature of the BEAMING session will also
define the type of data that might be processed, i.e., if it is used for telemedicine
purposes there will be gathering and processing of sensitive medical information about
the patient. The information shall be decomposed into digital data that will be

transmitted over the Internet.

The text, video, acoustic and haptic data retrieved from locals and visitors have all four
elements to be considered as “personal data” according to data protection laws. They
constitute information (objective, subjective, sometimes sensitive and biometric data)
related to identified human beings. Therefore, the information gathered, manipulated,
transmitted and processed in order to enable BEAMING and its interactions between
locals and visitors fall inside the scope of personal data protection laws. This implies
that the use and development of this new technology must guarantee the safeguard of
visitors and locals fundamental right to privacy and protection of personal data. In the
next chapter, there will be a general description of the main rights of locals and visitors
over their personal data, the obligations of providers of this technology under data

protection laws and a special review of surveillance and identity theft.

3 The concept of natural person is referred to in Article 6 of the Universal Declaration of Human Rights,
according to which “Everyone has the right to recognition everywhere as a person before the law”.

! Some legal systems include in their definitions of personal data, those that relate to legal persons: Ley
de Proteccidn de Datos Personales 25.326 of the Republic of Argentina,
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11.3 The Fundamental Right to Privacy and the Protection of Personal
Data

The modern concept of the right to privacy can be found in the 1948 Universal
Declaration of Human Rights, which states: “No one should be subjected to arbitrary
interference with his privacy, family, home or correspondence, nor to attacks on his
honour or reputation. Everyone has the right to the protection of the law against such
interferences or attacks.””*Numerous international human rights treaties specifically

introduced privacy as a fundamental human right*

. On the regional level, various
treaties® make these rights legally enforceable and have structured supranational Courts

to address privacy issues.

The right to privacy was first conceived as a fundamental right of individuals against
the arbitrary interference of the State. Interest in the right of privacy increased in the late
1960s with the start and development of information technologies. The information
society and its constant need of further access and to unlimited information worldwide,
gave way to the creation of computers, electronic communications and databases that
demanded specific rules in order to govern the collection and handling of personal
information. In the information society the understanding of the right to privacy can be

divided into the following separate but related concepts (Privacy International 2007) *°:

- Information privacy: involves the establishment of rules governing the collection and
handling of personal data such as credit information, and medical and government records.

It is also known as "data protection";

- Bodily privacy: concerns the protection of people's physical selves against invasive

procedures such as genetic tests, drug testing and cavity searches;

52 Art. 12 of the Universal Declaration of Human Rights adopted and proclaimed by General Assembly
resolution 217 A(III) of December 10, 1948, available at: www.un.org/en/documents/udhr/index.shtml

53 International Covenant on Civil and Political Rights, adopted and opened for signature, ratification and
accession by General Assembly resolution 2200A (XXI) of December 16, 1966, entry into force March 23
1976; International Convention on the Protection of the Rights of All Migrant Workers and Members of
Their Families, adopted by General Assembly resolution 45/158 of December 18, 1990; Convention on
the Rights of the Child, adopted and opened for signature, ratification and accession by General Assembly
resolution 44/25 of November 20, 1989, entry into force September 2, 1990

34 Article 8 of the European Convention for the Protection of Human Rights and Fundamental Freedoms
1950 (ECHR); Article 11 of the American Convention on Human Rights; the American Declaration of the
Rights and Duties of Man

%3 Privacy International: “Overview of Privacy” 2007, available at: http://www.privacyinternational.org
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- Privacy of communications: which covers the security and privacy of mail, telephones,

e-mail and other forms of communication®; and

- Territorial privacy: this concerns the setting of limits on intrusion into the domestic
and other environments such as the workplace or public space. This includes searches, video

surveillance and ID checks.

The new technologies soon made it necessary to address the existence of a new right:
the right to personal data protection. This new fundamental right comprehends the rights
that any individual has to enforce control over their own personal information, which is
processed by public or private controllers®” (Peyrano 2007). The right to data protection
is not only different from the right to privacy, but it also exceeds its protection: the latter
enables individuals to defend themselves from arbitrary interferences of the State or
third parties in their privacy, while the right to data protection extends to information

that may or may not be private®® (Arrellano Toledo 2002)%.

The right to protection of personal data has universal principles® that will assist in the
understanding of BEAMING’s legal implications. The following analysis will explain
the most relevant implications of these principles to the programmed uses of

BEAMING (telemedicine, teaching and business).

6 Of relevance for this study is the European Union’s Telecommunications Privacy Directive: this
directive established specific protections covering telephone, digital television, mobile networks and other
telecommunications systems. It imposed wide-ranging obligations on carriers and service providers to
ensure the privacy of users' communications, including Internet-related activities. Directive 2002/58/EC
of the European Parliament and of the Council of 12 July 2002 concerning the processing of personal data
and the protection of privacy in the electronic communications sector (“Directive 2002/58/EC”)

available at: http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:320021.0058:EN:NOT

" Peyrano, Guillermo F. “El derecho a la intimidad informética. Garantia de la privacidad personal en los
entornos virtuales de las comunicaciones electronicas” JA 2007-1V-1313

38 Arellano Toledo, Wilma: “La proteccion de datos de caracter personal en el sector de las
telecomunicaciones” Proyecto de Informacion y Cyberlaw, December 2002, available at:

http://www.ucm.es/info/cyberlaw/act cyb/legisla/legisla020.html

%9 In the year 2000, the European Union made it clear in its reform of its Charter, that the right to the
protection of personal data is autonomous from the right to privacy. In the new Charter the right to
privacy is found in article 7 and the right to the protection of personal data is found in article 8 thereof.
CHARTER OF FUNDAMENTAL RIGHTS OF THE EUROPEAN UNION (2000/C 364/01), available
at: http://www.europarl.europa.eu/charter/pdf/text en.pdf

8 Principle of lawful and fair data collection and processing, Principle of accuracy, Principle of
purpose-specification and limitation, Principle of proportionality, Principle of transparency, Principle of
individual participation and in particular the guarantee of the right of access of the person concerned,
Principle of non-discrimination, Principle of data security, Principle of responsibility, Principle of
independent supervision and legal sanction, Principle of adequate level of protection in case of trans-
border flows of personal data Montreux Declaration agreed by the International Conference of Data
Protection and Privacy Commissioners, meeting in Montreux on 14-16 September 2005. Available at:
http://www.libertysecurity.org/IMG/pdf/montreux_declaration eng.pdf
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11.4 Purpose and Proportionality

Personal data must be collected for specified, explicit and legitimate purposes and not
further processed in a way incompatible with those purposes. In addition, personal data
must be adequate, relevant and not excessive in relation to the purposes for which they

are collected and further processed.

This principle implies a clear determination of the purpose for which the personal data
are collected and processed. Since BEAMING implies the processing of highly-detailed
video, acoustic, kinematic, physiological and haptic monitoring of individuals, the risks
of a violation to the right of privacy are high if these personal data are used beyond the
original intended purpose. For example, if BEAMING is used for teaching, the use of
personal data to assess the emotional state of teachers and students or for surveillance in

the session would not be compatible with the original purpose of collection.

Furthermore, the principle of proportionality requires an adequate analysis of what
personal data is relevant and not excessive to achieve the determined purpose. A specific
difficulty that BEAMING may encounter is that since the technology will allow the
collection of biometric, health, racial, ethnic and physiological information, among
others, special attention must be paid not to introduce unnecessary information to
databases or to retain unnecessary information. This principle requires that personal data
be kept for no longer than necessary to achieve the purposes for which they were

processed.

Taking into consideration that BEAMING shall convey telecommunication services, the
EU’s Directive 2002/58/EC states that traffic data relating to subscribers and users
processed and stored by the provider of a public communications network or publicly
available electronic communications service must be erased or made anonymous when

it is no longer needed for the purpose of the transmission of a communication.

11.5 Informed Consent

Data protection laws require the controller to inform individuals the exact definition of
the purpose, its identity as controller of the file and any further information such as the
recipients of the data and the specific rights that data subjects are entitled to. This
information must be available to individuals when their personal data are collected by

the processor.
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Consent may be given by any appropriate method enabling a freely given, specific and
informed indication of the user’s wishes, including by ticking a box when visiting an
Internet website®'. Local data protection laws may require specific formalities for

documenting the informed consent, such as writing.

The application of this principle to BEAMING requires the provider of the technology
to make available to visitors and locals a detailed description of the personal data that
can be processed during any session, the specific purpose and the identity of the
provider and if it assigns certain aspects of the processing of personal data to third
parties. If BEAMING were to use cookies, spyware, web bugs, hidden identifiers and
other similar devices which can enter the visitor’s or local’s terminal without their
knowledge in order to gain access to information, to store hidden information or to trace

the activities, the use of such devices require the previous consent®.

BEAMING may suffer security violations taking into consideration that it shall provide
its telecommunication services through the Internet. Therefore, the provider must
inform subscribers of any special risks of security violations to the network, the
existence of security risks which lie beyond the scope of possible remedies by the
provider and those measures that locals and visitors may take to secure their

communications®.

11.6 Security of Personal Data

The controller must take all appropriate technical and organizational security measures
to protect personal data against accidental or unlawful destruction or accidental loss,

alteration, unauthorized disclosure or access.

BEAMING must provide security measures when the personal data is processed

(collection, storage, transmission, etc.) and in particular when transmitting such data via

8! Recital 17 of the Directive 2002/58/EC. The Data Protection Agency of Spain has issued a specific
regulation that determines the sufficiency of an opt-in box present in web pages in order to comply with
the formality of informed consent (Informe juridico 0118/2008 de la Agencia Espafiola de Proteccion de
Datos).

62 Recital 24 and 25 of the Directive 2002/58/EC. See also the Working Party’s Recommendation 1/99 on
Invisible and Automatic Processing of Personal Data on the Internet Performed by Software and

Hardware, available at: http://ec.europa.cu/justice_home/fsj/privacy/docs/wpdocs/1999/wpl7en.pdf
6 Recital 20 and art. 4 of Directive 2002/58/EC
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the Internet. The security measures could include for instance encryption and protection

of encryption codes®.

The gravest security risks of BEAMING may be the interception of the
telecommunication, the access of unauthorized individuals to the session and identity
theft. The latter would occur when an unauthorized individual breaches the security
measures taken by BEAMING to determine a visitor’s or local’s identity and therefore

accesses the session using the identity of a valid user of the technology.

Data protection authorities around the world are presently reinforcing the need to
develop Privacy Enhancement Technologies (“PETs) for the use of Internet and other
information technologies. PETs may be defined in a broad sense as any technology that
exists to protect or enhance an individual’s privacy, to make their data anonymous and

including facilitating individuals’ access to their rights under data protection laws®:

The use of biometric data in BEAMING should reduce the risk of identity theft.
However, as the Working Party has concluded, this might also create the illusion that the
identification or authentication/verification of the data subject is always correct and the
data owner may find it difficult or even impossible to prove the contrary. Furthermore,
there are specific privacy issues related to the use of biometric data and the Working
Party has issued its detailed analysis and recommendations for the use of different

biometric technologies®.

The German Data Protection Commissioners have issued a working document on the
Privacy enhancing technologies in telecommunications’, where they propose different
technological answers to the avoidance of personal data filing in the course of

telecommunications®’.

% Recital 20 and art. 4 of Directive 2002/58/EC

% Examples of PETs can be found in the UK Information Commissioner’s Data Protection Technical
Guidance Note: Privacy enhancing technologies (PETs) Available at:
http://www.ico.gov.uk/upload/documents/library/data protection/detailed specialist guides/privacy enha

ncing_technologies v2.pdf

% Working Party’s Working document on Biometrics, 12168/02/EN WP 80, available at:
http://ec.europa.cu/justice_home/fsj/privacy/docs/wpdocs/2003/wp80_en.pdf

67 “Privacy enhancing technologies in telecommunications” by the working party on ‘Data protection

in telecommunications' of the committee on ‘Technical and organizational aspects of data protection’ of

the German Federal and State data protection Commissioners. Available at:
http://ec.europa.eu/justice_home/fsj/privacy/docs/studies/pettel en.pdf
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11.7 Confidentiality and the Issue of Surveillance

The Directive 2002/58/EC specifically prohibits listening, tapping, storage or other
kinds of interception or surveillance of communications and the related traffic data by
persons other than users, without the consent of the users concerned®®. Most data
protection laws only restrict the obligation of the confidentiality of communications on
public networks when such a measure is required to safeguard national security,
defense, public security or the prevention, investigation, detection and prosecution of

criminal offences.

Since BEAMING shall also enable the gathering of video footage of sessions,
consideration is also to be given here to the right to free movement of individuals who
are lawfully within a State’s territory®. This freedom of movement may only be subject
to such restrictions as are necessary in a democratic society and proportionate to the
achievement of specific purposes™. As the Working Party has stated in opportunity of
analyzing video surveillance: “Data subjects have the right to exercise their freedom of
movement without undergoing excessive psychological conditioning as regards their
movement and conduct as well as without being the subject of detailed monitoring such
as to allow tracking their movement and/or triggering “alarms” based on software that
automatically “interprets” an individual's supposedly suspicious conduct without any
human intervention - on account of the disproportionate application of video
surveillance by several entities in a number of public and/or publicly accessible

premises.””’!

In a few countries there are specific provisions on video surveillance, which apply

irrespective of the fact that this activity may or not entail the processing of personal

% This does not prevent technical storage which is necessary for the conveyance of a communication
without prejudice to the principle of confidentiality (art. 5.1 Directive 2002/58/EC) .

% Universal Declaration of Human Rights Article 13: “(1) Everyone has the right to freedom of
movement and residence within the borders of each state. *(2) Everyone has the right to leave any
country, including his own, and to return to his country.” Also found in Article 12 of the International
Covenant of Civil and Political Rights, Article 2 of Additional Protocol No. 4 to the European Convention
for the Protection of Human Rights and Fundamental Freedoms, etc.

General Comment No. 27: Freedom of movement (Art.12) : . 02/11/1999. CCPR/C/21/Rev.1/Add.9,
General Comment No. 27. Available at: http://www.unhchr.ch/tbs/doc.nsf/

(Symbol)/6¢76e1b8eel1710e380256824005a10a9

" Working Document on the Processing of Personal Data by means of Video Surveillance, 11750/02/EN,
WP 67. Available at: http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2002/wp67_en.pdf
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data. In these legal systems, video surveillance must be authorized in advance by an

administrative authority (generally data protection authorities) .

BEAMING shall enable the surveillance of visitor’s and local’s actions at the
destination. The privacy implications are higher than in video surveillance since the
technology does not restrict itself to the gathering of sound and video footage, but also
includes haptic information of individuals. Therefore, in addition to the requirement of
informed consent of the locals and visitors, there might be administrative authorities
that would apply video surveillance regulations to this technology. These regulations
include: prior administrative authorization, strict retention periods of footage, camera
location and “proportionate” visual angels (this relates to the purpose of the

surveillance), etc.

11.8 Sensitive Data

Some data collected by BEAMING may be considered as “sensitive”. Sensitive data are
those revealing racial or ethnic origin or data concerning health”. In such cases, the
special safeguards will apply in addition to the general protection principles. The
processing of sensitive data is prohibited, unless the processor counts with an explicit

informed consent of the data subject™

. There are also other exceptions to this general
prohibition, such as the treatment by medical professionals, cases of vital interest of the

data subject and substantial public interest exemptions”.

The regulations on sensitive data are relevant for BEAMING since one of its
programmed uses is telemedicine. In these cases, BEAMING sessions may be
considered as confidential as medical records. Thus, it would necessary to limit the
access — apart from the patient himself — only to those healthcare professionals/

authorized personnel of healthcare institutions who are involved in the patient’s

2 See working document quoted above for the detailed legislative status of most EU countries.

7 The definition of special categories of data contained in Article 8 (1) of the Directive 95/46/EC reads as
follows: “Member States shall prohibit the processing of personal data revealing racial or ethnic origin,
political opinions, religious or philosophical beliefs, trade-union membership, and the processing of data
concerning health or sex life.”

™ According to Article 8 (2) (a) of the Directive 95/46/EC: “Paragraph I shall not apply where: (a) the
data subject has given his explicit consent to the processing of those data, except where the laws of the
Member State provide that the prohibition referred to in paragraph 1 may not be lifted by the data
subject's giving his consent,”

> See Article 8 of Directive 95/46/EC
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treatment. There must be a relationship of actual and current treatment between the

patient and the healthcare professional wanting access to BEAMING.

If BEAMING should use data collected from any telemedicine session (research,
statistics or quality evaluation), they should be used only in anonymous form or at least
with secure pseudonymisation. the Working Party’s recommendations for Electronic
Health Records’ may serve as relevant guidance to in BEAMING sessions used for

telemedicine with regards to security measures.

11.9 Trans-border Flow of Personal Data

According to the principle of safe trans-border transmissions, personal data should only
be transferred to countries that guarantee an adequate level of protection. A transfer to a
third country consists of the communication of data to another data controller or data
processor in a third country. This principle is present in most data protection laws and is
intended to prevent the transmission of personal data to jurisdictions where there could
be a general process of personal information in violation to individuals’ fundamental

rights due to the absence of regulatory constraints.

The Directive 95/46/EC states that personal data can only be transferred to countries
outside the EU that guarantee an “adequate” level of protection”. This triggered the
analysis of data protection laws and dialogues between the EU and its important trading

partners in order to decide which countries were offering adequate protection’. Where

¢ Working Document on the processing of personal data relating to health in electronic health records
(EHR)

00323/07/EN, WP 131, available at:
http://ec.europa.cu/justice_home/fsj/privacy/docs/wpdocs/2007/wpl131_en.pdf

7 Article 25, paragraph (1), sets out the principle that Member States shall only allow a transfer to take
place if the third country in question ensures an adequate level of protection. Paragraph (2) explains that
'adequacy’ should be assessed on a case by case basis 'in the light of all the circumstances surrounding a
data transfer operation or set of data transfer operations'. Paragraph (6) provides that the Commission may
determine that certain countries offer adequate protection. Where there is an absence of adequate
protection in the sense of Article 25 (2), the directive also envisages in Article 26(2) the possibility of ad
hoc measures, notably of a contractual nature, which could result in the establishment of adequate
safeguards on the basis of which the transfer in question could proceed.

"8 The EU’s Commission has declared that the following non-EU States have an “adequate” protection to
personal data: Switzerland (2000/518/CE), Hungary (2000/519/CE), the United States of America “Safe
Harbour Agreement” (United States companies can voluntarily self-certify to adhere to a set of privacy
principles worked out by the United States Department of Commerce and the Internal Market Directorate
of the European Commission) (2000/520/CE), The Passenger Name Record of the United States of
America that refer to the transfer of personal data in customs and international borders (2004/535/CE),
Canada (2002/2/CE), Argentina (C(2003) 1731 of 30 June 2003), these and other results available at:
http://ec.europa.eu/justice_home/fsj/privacy/thridcountries/index en.htm
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a non-EU country does not ensure an adequate level of protection, the Directive requires

the blocking of specific transfers.

BEAMING shall require international transfer of personal data, specifically between the
country of the local and the visitor. Additionally, the countries from which the provider
will operate the technology and where its servers are located must be taken into
consideration in order to evaluate the “adequacy” test provided by data protection laws.
Therefore, each territorial jurisdiction implicated in BEAMING shall require an
individual analysis from the perspective of data protection laws. For example, if the
provider of the BEAMING technology were to carry out its services on EU territory or
if the processing of personal data is carried out outside the EU territory but makes use
of equipment located on the latter territory, the Directive 95/46/EC and national laws of

implementation apply.

If any of the data protection laws of the country of any party implicated in a BEAMING
session does not meet the appropriate adequacy standards, another possible way to
protect the privacy of information is to rely on a private contract containing standard
data protection contractual clauses. This kind of contract would bind the data processor
to respect fair information practices such as the right to notice, consent, security, access
and other legal remedies. In the case of data transferred from the European Union, the
contract would have to meet the standard "adequacy" test, in order to satisfy the
Directive 95/46/EC. The EU Commission has recently issued a decision providing

standard clauses for data processors situated in third countries™.

Another alternative for the providers of BEAMING would be to create Binding
Corporate Rules for International Transfer of Personal Data, that is, a code of conduct
that would apply worldwide to the corporate group. This would allow the harmonization

of its internal policy on personal data protection and the international transfer thereof®.

" Commission Decision of 5 February 2010 on standard contractual clauses for the transfer of personal
data to processors established in third countries under Directive 95/46/EC of the European Parliament and
of the Council (notified under document C(2010) 593), available at:

http://ec.europa.cu/justice_home/fsj/privacy/modelcontracts/index _en.htm

8 To learn about the Working Party’s opinion on BCRs see: Working Document: Transfers of personal
data to third countries: Applying Article 26 (2) of the EU Data Protection Directive to Binding Corporate
Rules for International Data Transfers, available at:

http://ec.europa.cu/justice_home/fsj/privacy/docs/wpdocs/2003/wp74_en.pdf

The United Kingdom has issued two documents which clarify the legal requirements that BCRs must
meet in order to be approved by its local authorities: “Transfers of Personal data to Third Countries:
Applying Article 26.2 of the EU Data Protection Directive to Binding Corporate Rules for International
Data Transfers. Putting the Concept into practice in the United Kingdom” (September 22, 2003) and
“Required Contents of a Submission for Approval of Binding Corporate Rules to the Information
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12 Avrpenpix: INTERVIEWS CONDUCTED

1. Mel Slater (WP6 Director) interviewed by Matthew Longo, May 18, 2010, via
Skype.

2. Anthony Steed (WP2 Director) interviewed by Matthew Longo, May 19, 2010,
UCL.

3. Benjamin Cohen (WP3 Director) interviewed by Matthew Longo, May 20, 2010, via
Skype.
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